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Description

Blackboard Managed Hosting client data is stored on high-availability storage filer units. These units
provide the first level of protection at the hardware level by utilizing RAID technology to mitigate the risk of
dataloss due to individual hard drive failures. The filers also have clustered head units which reduce the
likelihood of an outage due to the failure of individual filer heads.

The next layer protection comes from the filers' ability to take point-in-time snapshots which allow for quick
access to storage checkpoints for each client environment. Snapshots are near-instantaneous, transparent,
read-only, online copies of the active file systems (including course content), and can be leveraged to recover
deleted or modified files without the need to restore from offsite tape backups.

A snapshot of each application servers file system is performed every 4 hours, with one Daily snapshot being
taken each day and one Weekly snapshot being taken every 7 days. Daily snapshots are retained for a
minimum of 7 days, and Weekly snapshots are retained until they are at least 30 days old. A snapshot of the
database's storage is performed once daily. Both the application server file system snapshots and the
database snapshots are stored on primary disk for more efficient recovery. Asafinal layer of protection, the
dataisreplicated in a separate data center on mirrored, high-availability filers that store both live and
snapshot data from the primary production filersin order to protect against a site disaster.

Backup Policy

Data Frequency Retention Media
File system Every 4 hours 48 Hours Primary Fller/S¢condary Filer
Snapshot (offsite)
File system : Primary Filer/Secondary
Snapshot Daily 10 Days Filer (offsite)
File system Primary Filer/Secondary Filer
Snapshot Weekly 30 Days (offsite)
Database Daily 30 days Primary Fller/S¢condary Filer
(offsite)

Below isasample of what thislooks like in practice. Note that thisisonly for illustration purposes and the
exact time snapshots are taken vary from institution to institution.

Today Days Ago Weeks Ago
0 1 -2 3 4 5 -6 Mon(-1) '(\"2‘;” ?"?3”

Snapshot  00:00,04:00,08:00,12:00,16:00,20:0000:0000:00 00:0000:0000:0000:0000:00 00:00 00:0C
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Summary

Blackboard Managed Hosting client datais stored on high-availability storage filer units. These units
provide the first level of protection at the hardware level by utilizing RAID technology to mitigate the risk of
dataloss due to individual hard drive failures. The filers also have clustered head units which reduce the
likelihood of an outage due to the failure of individual filer heads.
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